
©2020 Castle Branch, Inc. All Rights Reserved.

 Your COVID-19 campus safety plan helps  
identify, isolate and interrupt the spread of COVID-19.

But the best of intentions can lead to the worst outcomes. 

How you execute your  
plan makes all the

difference. 



To execute your COVID-19 Campus Safety plan, your staff 
needs to become experts in infectious disease prevention 
and privacy law overnight—all while managing hundreds  
to thousands of individuals simultaneously.

You’ve put an impressive amount of thought into your 
campus safety plan—now it’s time to execute. But to 
do so, you’ll need a highly coordinated approach to 
information gathering, symptom screening, isolation 
and quarantine, contact tracing, testing and monitoring. 
Collecting, analyzing and using this massive amount 
of personal medical information can be a logistical 
nightmare for a staff already burdened with living  
under the new normal of COVID-19.

Overburdened staff

Complex scale and scope

Collection of private medical data  

It becomes even more complicated when trying to 
navigate the complex web of state and federal privacy 
laws, such as FERPA, HIPAA, FCRA, GDPR, CCPA 
and more, with each violation carrying significant 
fines and penalties. To avoid discrimination lawsuits 
under the ADA, Title VII, and more, you’ll also need a 
tightly scripted process that doesn’t deviate or create 
perceived biases. And unless you’re creating a carefully 
documented audit trail for every person on your 
campus, your entire organization may be exposed  
to claims of negligence and litigation.

Compliance with state and federal privacy laws

Adherence to ADA, Title VII, Age Discrimination  
in Employment Act

Detailed audit trail as proof against negligence    
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Or you can choose a trusted partner  
to manage the entire process for you.



Imagine one student on your campus reports  
symptoms consistent with COVID-19. Per the  
CDC, the student should now:

Enter isolation, ensuring they don’t spread  
the disease further.

Wait 10 days since their first symptom and 
24 hours since their last fever before returning  
to class or schedule a diagnostic test. 

Conduct continuous monitoring of the student’s 
fever to see if it breaks.

If testing, this requires scheduling an  
appointment with a physician, taking a diagnostic 
test, and then reporting the positive or negative 
results back to a campus administrator. 

If the test comes back negative, the student  
will be advised to wait another 24 hours and  
get a second test to weed out false negatives. 

If positive, or the fever does not subside, the  
student is then required to remain in isolation,  
continuing to monitor symptoms and progress. 

THE THREE BIGGEST CHALLENGES TO
IMPLEMENTING COVID-19 MITIGATION PLANS:  
LOGISTICAL, LEGAL AND LIABILITY

Logistical
Meanwhile, experts recommend implementing  
Contact Tracing  to uncover anyone the student  
may have come into contact with. This includes  
other students, faculty and staff on your campus.  
If the student participates in off–site externships or 
clinical experiences, this organization, and any other 
individual he or she came into contact with, also  
needs to be contacted.

Exposure to someone with the disease requires 
quarantine, which means everyone the COVID-19—
positive student interacted with now needs to begin  
the quarantine procedure. Inside of quarantine, 
individuals will need to monitor and record their 
temperature and symptoms for up to 14 days after  
last contact. If these individuals develop symptoms, 
a fever, or test positive, they too must enter isolation, 
following the entire workflow described above  
until they’re deemed safe to return.

All for just one positive case of COVID-19.
The more potential positive cases you see,  
the more complex the process becomes. 
Scale and scope become unimaginable.

It becomes even more complicated when 40 million 
cases of the flu—a disease clinically indistinguishable 
from COVID-19—arrive in the fall. Experts recommend 
treating all potential cases of COVID-19 and the flu 
as COVID-19, which means you’ll have to manage this 
process for over 10% of your entire campus.

Managing the process is one headache. Doing so, while 
collecting and documenting the required medical 
information necessary to manage the process—is an 
entirely new challenge. One that can quickly land your 
institution in legal jeopardy if not managed carefully.
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Personally identifiable information. Private medical  
data. Diagnostic testing results and health records.

Mitigating the risk of infectious disease can expose your 
campus to a whole new threat if not carefully managed.

Executing your COVID-19 Campus Safety plan will 
require you to collect a wealth of private student and 
faculty data, much of which is protected under state  
and federal privacy law. Failure to comply with these 
laws can be severe, ranging from potential minimums  
of $50,000 per violation to millions of dollars. 

You’ll need reliable expertise to maintain compliance 
with privacy rules and regulations such as:

Health Insurance Portability and Accountability  
Act (HIPAA)

Family Educational Rights and Privacy Act (FERPA)

California Consumer Privacy Act (CCPA)

Fair Credit Reporting Act (FCRA)

General Data Protection Regulation (GDPR)

Making a decision on whether an individual can  
return to campus or work? You’ll also need to  
make sure your processes are strictly followed at all 
times—no exceptions—to ensure compliance with  
anti-discrimination regulations. Deviations for individual 
circumstances may be perceived as unfair bias, which 
exposes your organization to steep fines and penalties. 
A strong plan must ensure compliance with the  
following regulations, or face potential litigation:

Americans with Disabilities Act

Title VI of the Civil Rights Act of 1964

Title VII of the Civil Rights Act

Age Discrimination in Employment Act (ADEA)

Protecting your people is the first challenge.  
Protecting your organization’s reputation  
is another.

Institutions across the country are facing claims  
of gross negligence or wrongful death, with  
plaintiffs accusing organizations of failing to  
adequately protect their people from the threat  
of COVID-19. Documented audit trails can be  
used to combat claims of negligence—but if  
your process fails to record every decision  
point and communication, your organization  
may be more susceptible to litigation.

Once word gets out, any legal complications can 
negatively impact your reputation. Imagine being 
the next college COVID-19 hotspot when trying 
to get more federal funding; approaching donors 
during annual fundraising campaigns; soliciting 
sponsors for events and athletics; recruiting for 
athletics; maintaining faculty and staff; and  
maintaining positive enrollment rates.  
The hit to your reputation can be staggering. 

There’s no hiding it—unless your COVID-19  
Campus Safety plan accounts for these logistical, 
legal and liability challenges, the pain caused by 
COVID-19 will be felt across your entire institution. 

Legal liability
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THE THREE BIGGEST CHALLENGES TO
IMPLEMENTING COVID-19 MITIGATION PLANS:  
LOGISTICAL, LEGAL AND LIABILITY



Are highly trained experts in infectious  
disease policy and prevention

Can review medical documents and  
records for compliance

Are a part of a large team able to scale  
to meet the demand of any health crisis

Are available to answer student and  
administrator questions and concerns  
about any step of the process

Identify, Isolate and Interrupt
is Just the Start

Scale to manage hundreds to thousands  
of students, staff and faculty at once

Provide visibility into body temperature  
readings and symptom reporting at the  
individual and institutional levels

Implement a strict quarantine and isolation  
protocol that accommodates dozens of  
CDC–approved protocols while ensuring  
compliance with anti-discrimination laws

Provide quick, easy access to COVID-19 testing

Review diagnostic and antibody test results  
while complying with relevant FERPA and  
HIPAA regulations

Prioritize contact tracing protocols—with a  
hyper–focus on your campus—across a wide  
network of individuals, which may include  
tens to hundreds of potentially exposed  
individuals for a single case

Collect, store and share required data in  
accordance with state and federal privacy laws, 
including FERPA, HIPAA, GDPR, CCPA and more

Create a documented audit trail for every  
step of the process to protect your  
organization from claims of negligence 

Supply real–time reporting to reveal  
campus–wide health and compliance

Is easy to use and mobile friendly

To implement your COVID-19 Campus  
Safety plan, you need a tool that can:

To implement your COVID-19 Campus 
Safety plan, you need people who:
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T.E.A.M.

Diagnostic Test Tracking

Isolation and Quarantine

Contact Tracing

CB COVID-19 Compliance.
An End–to–End Solution to Protect Your 
Students, Your Faculty, Your Future.
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Screen for common COVID-19 
symptoms and exposure. Users log 
daily temperatures, watch in–depth 
educational videos, and file travel 
and exposure attestations, while 

ongoing monitoring and reporting 
allows you to view their progress.

Rely on our team of experts who 
will manage the entire isolation and 

quarantine process from start to 
finish. iQ managed service deploys 

complicated workflows to help prevent 
the spread of COVID-19 throughout your 

entire organization.

Notify individuals to take COVID-19 
diagnostic or antibody tests to 

uncover positive or negative cases. 
Gain visibility, track results, and take 

the next recommended step.

Identify and inform contacts within your 
organization about possible exposure. Prompt 
contacts to begin quarantine process, monitor 

symptoms, and protect themselves, your 
organization and your community.



Our Team of Experts Do the Heavy Lifting
Our highly trained team can manage the entire process 
for you, so you can concentrate on running your campus 
safely and efficiently while reducing risk. What’s more, 
our dedicated student and customer support desks are 
available to help at any step of the process. 

Complex regulation compliance made simple
Electronically collecting, storing and reporting private 
health information and data also requires compliance 
with a long list of federal rules and regulations.

CB COVID-19 Compliance was built by an infectious 
disease screening and consumer reporting agency 
with over 20 years of experience navigating these 
laws—helping to ensure compliance with the Fair Credit 
Reporting Act (FCRA), Family Educational Rights and 
Privacy Act (FERPA), Health Insurance Portability and 
Accountability Act (HIPAA), General Data Protection 
Regulation (GDPR), California Consumer Privacy Act 
(CCPA) and more.

Delivering a reliable audit trail and secure 
path back to campus
Colleges and universities know how critical it is to 
document everything they do to protect themselves in 
the event of an audit—and COVID-19 is no exception. 
CastleBranch provides daily reports to document 
every communication and step taken over the entire 
process, providing visibility and insight while helping 
to mitigate the risk of legal liability. Whether managing 
20 individuals or 2,000, you’ll be able to track each 
person’s progress on a daily basis, keeping a detailed 
audit trail that covers every step of the journey to 
protect you from claims of legal negligence. 

CB COVID-19 Compliance.
An End–to–End Solution to Protect Your 

Students, Your Faculty, Your Future.
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Use the T.E.A.M. toolset to screen for common COVID-19  
symptoms and possible exposure in order to identify possible  

cases of COVID-19 or infectious disease on your campus.

Collect student 
travel information

Uncover student risk of 
exposure to COVID-19 
and infected individuals

Obtain information 
on COVID-19 symptoms 
experienced by student

In-depth video 
training on proper 
handwashing techniques

Signed attestation form 
confirming comprehension 
and completion

Collect twice-daily 
temperature readouts 
before and after students 
return to campus & 
clinical experiences

Uncover signs of a fever 
before students return to 
campus or experiences

Track trends and 
receive status on 
student temperatures

Monitor students for fever 
and high-risk indicators to 
ensure safety and health

Ability to review and 
report on all required 
documentation

Provide a summary 
report on all collected 
documents, including 
temperature readouts, 
attestations, and video 
training completion, and 
store for auditing purposes

Social Distancing
Collect essential records and documents without 
breaking social distancing guidelines. Housed within 
our enterprise–level experience platform CB COVID-19 
Compliance electronically collects, stores and reports 
on critical health information to ensure individuals are 
safe, all without the need to manually gather physical 
documents and risk exposure to the virus.

Once T.E.A.M. identifies possible carriers for COVID-19, 
flu, or similar infectious disease, it’s important to make 
sure the individual doesn’t spread the disease to others. 
One of the best ways to do this, according to the CDC, 
is to Quarantine and/or Isolate the individual until the 
threat has passed.

T.E.A.M.
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Quarantining or Isolating one individual at a time may be manageable. But what happens when dozens—or 
hundreds—of individuals need to be separated at once, each with separate infection dates, protocols, return 
dates, symptom monitoring, and more? And what happens when your organization is subjected to an audit, 

requiring documentation of every step that was taken over the course of the entire process?

Symptoms  
or exposure

Quarantine/
Isolation

14+ days  
or testing

Monitor symptoms 
throughout entire 
process regardless

Return to 
campus date 

when safe

As part of our comprehensive CB COVID-19 Compliance platform,  
iQ assumes complete control of your Isolation and Quarantine process  
from start to finish—taking the necessary steps to help prevent the  
spread of COVID-19 throughout your entire organization. 

So you can concentrate on running your campus safely and  
efficiently while reducing risk and liability. 

Our exclusive iQ managed service adopts CDC–approved measures 
including quarantining and/or isolating any individuals who test 
positive or show symptoms of COVID-19.  

Ensuring 100% compliance. And zero guesswork.

Isolation and quarantine protocol is likely something you don’t have 
the resources or experience to manage effectively. Luckily, we do.

Isolation +
Quarantine
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Features Benefits

Managed Services

Expertly managed from risk or symptom level through return to school or externship location.

iQ help desk provides active communication and peace of mind for at–risk  
or infected individuals.

Dedicated account manager who is expert in process, best–practices, and risk.

Visual Dashboard

Administrator level, at a glance view of the quarantine and isolation process,  
vital statistics, milestones, and probable return to campus.

Single location to keep well informed of iQ process.

Platform

Built upon a proven, enterprise level compliance platform that was  
purpose built for school and student compliance.

Scalable solution can easily grow from a small group to hundreds  
of groups and unlimited users.

Reporting

Accurately and responsibly prove compliance to regulatory bodies,  
funding sources, and auditing entities

Strict and expert adherence to state and federal law regarding  
health information and data privacy including FCRA and HIPAA.

Legal Compliance

Facilitate COVID-19 testing and monitor results to uncover  
positive or negative COVID-19 results

Testing

Utilize our Contact Tracing Managed Service to help stop the spread  
and uncover a network of potential at–risk individuals 

Contact Tracing

Optional Service

Optional Service



diagnostic 
Test TRACKing 

Diagnostic and antibody testing are the most effective 
tools to uncover COVID-19 cases and mitigate the threat 
of infectious disease. But gaining access to a limited 
supply of testing, as well as reviewing test results while 
complying with all federal and state privacy rules and 
regulations, can be a daunting challenge, with one 
wrong move exposing you to costly litigation and fines.

Testing can be used to help protect your campus—and 
it may be required by your offsite externship and clinical 
rotation partners. However, partners may have their 
own requirements when it comes to testing, including 
different testing dates, frequency, and more. Managing 
these requirements across an entire campus can easily 
become a logistical nightmare.

You’re not alone. 
CastleBranch can help.

For more than a decade, CastleBranch has facilitated, 
tracked, reviewed and stored millions of antibody 
& diagnostic tests, vaccine records and medical 
documents, while complying with relevant federal laws, 
to help stop the spread of infectious disease. 

Use our in–platform testing solution to help schedule 
and facilitate testing, and track results all from one 
centralized location.

Features & Benefits:

Automatically prompt appropriate 
individuals in quarantine or isolation  
to seek COVID-19 testing

Provide instructions with options on 
where to obtain testing

Gain visibility into testing results to 
uncover positive or negative cases 

Results reviewed by a team of highly 
trained experts

Provided in accordance with relevant 
FERPA, HIPAA, FCRA, GDPR and CCPA 
rules and regulations

Support available via two distinct  
help desks: student support and  
client support

Schedule tests and monitor results 
to ensure your safety, security 
and protection.
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If someone in your organization tests positive for COVID-19, you need to protect 
your people, campus, and clinical operation—quickly and efficiently.

CDC recommends contact tracing to  
interrupt the spread of COVID-19.  
Retracing the steps of infected individuals and  
identifying everyone they’ve come into contact with  
onsite is a necessity, but may be impossible if you don’t 
have the time, expertise, or resources to identify and  
contact every single person who may have been exposed. 
Collecting reams of private medical data requires a  
thorough understanding of state and federal privacy laws, 
which means you’ll also need experts in data privacy laws 
on your staff to avoid violations and costly penalties.  

Logistics: Requires hundreds of hours, highly  
trained full–time staff, and strict processes and  
scripts for phone and email contacts.

Legal: Requires the collection of highly sensitive data 
while complying with all state and federal privacy  
laws including FERPA and HIPAA; process must be 
compliant with ADA, Title VII, the Age Discrimination  
in Employment Act, and more to avoid costly fines.

Liability: Requires the creation of a detailed audit  
trail to prove you did everything in your power to  
protect your campus, people and partners to  
mitigate the risk of litigation.

You’re getting ready to resume classes, externships and clinical rotations during an unprecedented time in 
American history. But if one student becomes COVID-19 positive, your entire campus—and all of your partners—
are suddenly at risk. The Health Department is doing everything they can to help, but they’re overwhelmed with 

cases and may not be be able to focus their efforts on your organization and people. So who will?

Our enterprise–level team of highly trained experts 
contacts potentially exposed individuals.

All data is gathered in strict accordance with FERPA, 
HIPAA, GDPR, CCPA and other privacy laws.

Process is tightly scripted to ensure compliance  
with ADA and anti–discrimination regulations.

All interactions are carefully documented to  
create a clear audit log in the event of an audit.

Our Contact Tracing managed service  
gives you the power to effectively interrupt  

and prevent the spread of COVID-19. 

CastleBranch is here to help.

CONTACT
TRACING
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 Visibility & Insight

Daily reports provide high–level visibility into your entire organization  
down to the individual level.

Detailed audit trail to mitigate the risk of legal liability.

Experts trained to collect sensitive information from thousands of individuals per day.

Experience

Organization with a 22–year successful track record as a call center  
& managed service provider handling medical documents and records.

End–to–end full–service management by a team of experts—no intervention required.

 Managed Service

 Full–time Contact Tracers

Don’t worry about becoming an expert in infectious  
disease policy and data privacy laws. We’ve got this.

Screening for infectious diseases—and making sure private information is collected and handled in compliance  
with all applicable federal rules and regulations—is our specialty. CastleBranch has more than 20 years of experience 

navigating these complex laws as a consumer reporting agency—documenting everything you need to help  
protect your legal and financial well-being. Whether it’s creating a detailed audit trail, or complying with FERPA,  

HIPAA, CCPA, GDPR, and more, we’re experts at managing complex processes—so you don’t have to.

Gain visibility into the invisible. Take proactive steps to 
protect your students, campus and partners.  

And interrupt the spread of COVID-19. 
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Features Benefits
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T. E. A. M.

Temperature Screening, Education, Attestations: 
Symptoms, Travel, Exposure, Monitoring

Review of 14–day health records, daily monitoring 
& reporting, and daily identification of users with 
potential exposure, symptoms or high–risk travel

iQ

Isolation & Quarantine

Symptom–based or physician–based resolution, 
placement of users into quarantine or isolation 

based on wellness record, daily report  
identifying user status

DIAGNOSTIC TEST TRACKING

Notify users to complete COVID-19 test 
requirement, gain visibility to track results

Results reviewed by team of experts, notification 
of positive diagnostic results, instructions with 

options on where to obtain tests

CONTACT TRACING

Notify individuals who have come in contact  
with infected parties in your organization

Private interview with user who tests positive for 
COVID-19, notifies identified network of contacts, 

contact tracing report provided to client

PACKAGES
All packages include
managed services.  
Let our people help 
protect your people. T. E. A. M. iQ DIAGNOSTIC  

TEST TRACKING
CONTACT  
TRACING

ESSENTIAL

PRO

ADVANCED

PLATINUM

*T.E.A.M. Software only, which includes Temperature screening, Education, Attestations for symptoms, travel and exposure, and Monitoring, is also available. 



What the Experts are Saying
Reference Guide

General Info
History And Background Of The COVID-19 Pandemic
While there is not a vaccine or elimination control 
currently available, there are other measures that can  
be taken to reduce and mitigate exposure and 
transmission risks. 

Underlying Health Conditions And Infection 
Prevention Measures
Researchers have documented certain comorbidities 
being associated with heightened risk of hospitalization 
and even death. 

COVID-19 Planning Guide And Self–Assessment  
For Higher Education
Tools and resources to support safer higher education 
operations during the COVID-19 pandemic.

Impact on Healthcare
COVID-19 Threatens To Worsen Nursing Shortage
If nursing students cannot access hospital rotations, 
they simply cannot develop the skills and competencies 
necessary to nurse.

COVID 19: A Catalyst For Change In Health Care
All involved in healthcare, from providers to patients, will 
leave this moment with a heightened sense of infectious 
disease, of the need for precautions, of the reality that 
everyone must be considered a vector of infection. 

Mitigating Risk on Campus
COVID-19: Risk To Nursing Students
Nursing students participate in a number of activities 
that may increase risk of exposure to the novel 
coronavirus and transmission rates. 

COVID-19: Risk To Teacher Education Students
Risk of exposure and transmission chains becomes 
larger when considering the diverse, crowded and 
changing environments education students navigate.

COVID-19: Risk To Student Interns
It is paramount that internship risks are considered and 
that students be given the proper training, protocols, 
policy and procedures to prevent the spread of 
infectious disease. 

Infectious Disease Risk To Allied Health Students
Allied health clinical placement sites will need 
confidence that students are not significantly 
contributing to nosocomial infection rates as this 
not only affects health outcomes, but it also impacts 
staffing levels and financial burden. 

Novel Coronavirus And Higher Education:  
10 Recommendations For Beginning  
A Risk Assessment
Using Infection Prevention Control (IPC) and 
Occupational Health and Hygiene frameworks, 
organizational risk assessments can identify IHE  
needs and assets. 

Moving To A New Normal
Until a vaccine or a proven treatment is available, IHEs 
are going to need to commit to physical distancing, 
testing, isolation and quarantine, and contact tracing. 

More Infections From An Online Semester
Researchers at Cornell University have concluded an 
online semester at the university will result in more 
COVID-19 infections than an in-person one. 
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Screening
Screening Students And Staff For COVID-19 When 
Campuses Reopen: Key Legal Data Use And Security 
Considerations For Higher Education Institutions
Screening returning students and employees for 
COVID-19 infection will be a necessary component 
of reopening campuses responsibly and safely. 

Seasonal Influenza + COVID-19: What Healthcare 
Professionals Need To Address Now
Unless and until we develop an effective vaccine, 
organizations will need to address these issues at scale 
by escalating their ability to screen, trace, monitor and 
report the incidence of infections. 

What Exactly Defines A Fever?
For the purposes of symptom screening, it is important 
to clearly establish what body temperature is considered 
abnormal and warrants further examination.

Testing
Accuracy And Interpretation Of COVID-19 Tests
The ability of a test to accurately detect a positive 
and negative result can be described with two terms, 
sensitivity and specificity. 

What Tests Exist For COVID-19 And Who Should 
Receive Them?
Diagnostic tests are used to determine a current 
infection, while antibody tests are used to determine  
a previous infection. 

What Is Pooled Testing And How Can It Be Used  
To Test For COVID-19?
The practice of “pooled testing” may be a significant 
tool in the effort to test for COVID-19 infection within 
large groups of asymptomatic people. 

Quarantine and Isolation
Quarantine And Isolation
Educational institutions must quickly identify those 
returning students that must quarantine and/or  
self–isolate in order to arrest the circulation of  
the corona virus and give them guidance for  
how to do so effectively. 

Quarantine And Isolation—Legal Considerations  
For Colleges And Universities
Given the scope of the task, some administrators may 
question whether IHEs should involve themselves in 
quarantining and isolation at all—and on what legal  
basis they may do so. 

Contact Tracing
Essential Considerations For Contact Tracing
To avoid legal missteps, IHEs need to ensure that 
anyone conducting contact tracing on their behalf 
comply with data privacy and security laws, health 
information privacy laws, employment laws and, as 
applicable, with principles of constitutional law. 

Essential Considerations For Digital Contact Tracing
Handled incorrectly, DCTT may backfire by generating 
unintended legal risks for an IHE, or if the app is 
perceived to erode privacy or other personal interests 
the IHE community may simply refuse to use it—and 
contact tracing will fail.


